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1. Introduction and Aims
Roby Park Primary School is committed to safeguarding and promoting the welfare of all pupils. Digital technologies and the internet play a significant role in children’s learning and development; however, they also present potential risks.

This policy sets out how the school ensures safe, responsible and appropriate use of technology for pupils, staff and the wider school community.

This policy should be read alongside the school’s:
· Safeguarding and Child Protection Policy
· Positive Relationships Policy
· Acceptable Use Agreements
· Data Protection Policy


2. Statutory Framework
This policy is informed by current statutory guidance, including:
· Keeping Children Safe in Education (KCSiE)
· Working Together to Safeguard Children
· UK Council for Internet Safety (UKCIS) guidance
· DfE Teaching Online Safety in Schools (2019)

Online safety is recognised as a core safeguarding responsibility.

3. Roles and Responsibilities
3.1 Governing Body
The governing body is responsible for:
· Ensuring appropriate online safety policies are in place
· Monitoring safeguarding arrangements, including online safety
· Ensuring staff receive appropriate training

3.2 Headteacher
The Headteacher will:
· Ensure this policy is implemented and reviewed
· Ensure adequate monitoring and filtering systems are in place
· Support staff in managing online safety concerns

3.3 Designated Safeguarding Lead (DSL)
The DSL will:
· Take lead responsibility for online safety concerns
· Ensure concerns are recorded, monitored and acted upon
· Liaise with external agencies where necessary
· Support staff with safeguarding incidents related to online activity

3.4 All Staff
All staff must:
· Maintain up-to-date knowledge of online safety risks
· Model safe and professional use of technology
· Report concerns immediately in line with safeguarding procedures
· Deliver online safety education through the curriculum

4. Pupils’ Responsibilities
Pupils are expected to:
· Use technology safely, responsibly and respectfully
· Follow the school’s Acceptable Use Agreement
· Keep personal information private
· Report any upsetting or inappropriate content to a trusted adult
· Not engage in bullying or harmful behaviour online

Online safety is taught through the PSHE and Computing curriculum and reinforced regularly.

5. Parents and Carers’ Responsibilities
Parents and carers play a vital role in supporting online safety. They are expected to:
· Encourage safe and responsible use of technology at home
· Monitor their child’s use of the internet, social media and gaming
· Support the school in promoting online safety messages
· Inform the school of any concerns that may impact their child’s wellbeing

The school will provide guidance and support to parents where appropriate.

6. Managing Online Risks
The school recognises the key areas of online risk:
· Content: exposure to harmful or inappropriate material
· Contact: interaction with unknown or unsafe individuals
· Conduct: behaviour such as bullying or sharing harmful content
· Commerce: risks linked to scams, gambling or in-app purchases

7. Filtering and Monitoring
The school ensures:
· Appropriate filtering and monitoring systems are in place
· Systems are regularly reviewed and meet DfE expectations
· Staff understand how to report concerns arising from monitoring

Filtering and monitoring are used to protect pupils without unnecessarily restricting learning opportunities.

8. Cyberbullying
Cyberbullying will not be tolerated.
The school will:
· Respond to incidents in line with the Behaviour and Safeguarding Policies
· Investigate concerns promptly
· Support victims and address behaviour with those responsible

9. Use of Personal Devices and Social Media
Staff
· Must use technology in a professional and appropriate manner
· Must not use personal devices to contact pupils
· Must follow the staff Acceptable Use Agreement




Pupils
· Use of personal devices in school is not permitted. Children must not bring mobile phones on site.
· Any misuse will result in appropriate sanctions

10. Responding to Online Safety Incidents
All online safety concerns must be treated as safeguarding concerns where appropriate.
Staff must:
· Record concerns in line with safeguarding procedures
· Report immediately to the DSL
· Preserve evidence where possible

The school will take appropriate action, which may include:
· Contacting parents/carers
· Involving external agencies (e.g. Children’s Social Care, police)

11. Education and Training
· Online safety is embedded within the curriculum
· Pupils receive regular teaching on staying safe online
· Staff receive regular safeguarding and online safety training
· Parents are provided with information and guidance where possible

12. Data Protection and Privacy
The school ensures:
· Compliance with UK GDPR and Data Protection legislation
· Personal data is handled securely
· Staff understand their responsibilities regarding confidential information

13. Monitoring and Review
This policy will be reviewed annually or in line with changes to statutory guidance.
The governing body will monitor its implementation and effectiveness.




















Appendix 1: Pupil Acceptable Use Agreement

Roby Park Primary School – Pupil Agreement
To help keep everyone safe, I agree to use technology responsibly when I am in school.

I agree to:
· Use school devices and the internet for learning purposes only
· Follow instructions given by staff when using technology
· Keep my personal information private (e.g. name, address, passwords)
· Be kind and respectful to others when using technology
· Tell a trusted adult if I see or hear anything online that upsets me or worries me

I will not:
· Try to access websites or content that are not appropriate
· Share my password or use another person’s account
· Take photos or videos without permission
· Send unkind messages or take part in online bullying
· Damage or interfere with school equipment

I understand that:
· The school can check how I use devices and the internet
· If I do not follow these rules, there may be consequences in line with the Positive Relationships Policy

Pupil Name: _________________________

Class: _________________________

Signature: _________________________

Date: _________________________






















Appendix 2: Staff Acceptable Use Agreement

Roby Park Primary School – Staff Agreement
All staff are expected to use technology in a safe, responsible and professional manner at all times, in line with safeguarding expectations and statutory guidance.

Professional Conduct
Staff will:
· Use school IT systems responsibly and professionally
· Maintain appropriate boundaries with pupils at all times
· Adhere to the school’s Safeguarding and Child Protection Policy

Use of Technology
Staff will:
· Only use school systems for school-related purposes
· Ensure all communication with pupils and parents is appropriate and professional
· Not use personal devices to contact or communicate with pupils
· Log off devices when not in use and ensure secure access to systems

Data Protection
Staff will:
· Handle personal data in line with UK GDPR and school policies
· Ensure confidential information is stored and shared securely
· Not remove sensitive information from school systems without authorisation

Online Conduct
Staff will:
· Model safe and appropriate online behaviour
· Ensure that social media use does not impact professional role or reputation
· Not post content that could bring the school into disrepute

Monitoring and Compliance
Staff understand that:
· Their use of school systems may be monitored
· Breaches of this agreement may result in disciplinary action

Reporting Concerns
Staff must:
· Report any online safety or safeguarding concern immediately to the DSL
· Not attempt to investigate safeguarding concerns independently

Declaration
I have read and understood the Acceptable Use Agreement and agree to follow it at all times.

Name: _________________________

Role: _________________________

Signature: _________________________

Date: _________________________



Appendix 3: Parent/Carer Acceptable Use Agreement

Roby Park Primary School – Parent/Carer Agreement
At Roby Park Primary School, we recognise the important role parents and carers play in supporting children to use technology safely and responsibly.

As a parent/carer, I agree to:
· Support the school’s Online Safety Policy and reinforce safe behaviours at home
· Encourage my child to use technology in a responsible and respectful way
· Monitor my child’s use of the internet, apps, games and social media appropriate to their age
· Ensure my child understands the importance of keeping personal information private
· Contact the school if I have any concerns about online safety relating to my child or others

I will:
· Ensure my child follows the school’s rules for use of devices and online systems
· Not use social media or online platforms to raise concerns or complaints about the school or individuals, but instead follow the school’s formal procedures
· Model appropriate and respectful use of technology

I understand that:
· The school will take appropriate action where there are concerns about online behaviour that affect the safety or wellbeing of pupils
· Online safety incidents may be treated as safeguarding concerns

Parent/Carer Name: _________________________

Child’s Name: _________________________

Signature: _________________________

Date: _________________________
















Appendix 4: Staff Online Safety – ‘Dos and Don’ts’ Quick Reference

Roby Park Primary School – Staff Guidance
This quick reference supports staff in maintaining safe and professional practice at all times.

✅ DO
· Maintain professional boundaries with all pupils
· Use school devices and systems for school-related purposes only
· Ensure communication with pupils and parents is professional and appropriate
· Report any online safety or safeguarding concern immediately to the DSL
· Protect passwords and keep login details secure
· Ensure screens are locked when unattended
· Follow all school policies, including Safeguarding, Behaviour and Data Protection
· Model safe, respectful online behaviour at all times
· Ensure any online content used in lessons is appropriate and age-suitable

❌ DO NOT
· Use personal devices to contact pupils
· Share personal contact details with pupils
· Access or share inappropriate content using school systems
· Post content on social media that could damage your professional reputation or that of the school
· Store sensitive data on personal devices or unsecured locations
· Attempt to investigate safeguarding concerns independently
· Ignore or delay reporting concerns

⚠️ Remember
· Online safety is a safeguarding responsibility
· Your actions online—both in and out of school—can have professional consequences
· When in doubt, seek advice from the DSL or senior leadership team
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